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= Secure Management ( = Root Guard & BPDU Guard
Management Zone, https, ssh, . SSH
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Some Layer 2 & 3 security Best Practices / VLANING ‘ﬁbfm’

VLAN Overview

== — - Segmentation
UL
ali

N="] . L1, - Security
e ENG

* Flexibility

A VLAN = A broadcast domain = Logical network (subnet)
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Some Layer 2 & 3 security Best Practices / VLANING ‘éﬁb_iéeﬁ

VLAN Configuration Steps

- Enable VTP (optional)
* Enable trunking

* Create VLANS

* Assign VLAN to ports
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Some Layer 2 & 3 security Best Practices

wlgz ) 51 W 5 lae Syglsl 2 @V s ol ggoge @ Ui 3)lg 5l S8

N I\ N =

QU
Physical Security
Passwords (Service Password-encryption)

Different privilege levels Hrreg ..
. s""‘l’va\ IEEE
Grant remote access only to those who absolutely need it %n i

< Pol'l s,cu"y

Preventing CAM overflow attacks with port security

w
@«
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Some Layer 2 & 3 security Best Practices / Port Security ‘éﬁbéeﬁ

( Packet Forwarding )Siuzsdgw wldoc =

i swlod cguigw aladl> wanw 5y Hil 5> g sw plzul MAC flooding ddo> aS (silo; =
2E uwigw S w,g) ploi @y Broadcast sla aiuww 2ol guwigw Jawgi oani il )> sl
. ( Flooding )sg-i (swo JLuw,l 00uuS @bl > wigy 5l

39l o el (Al S)9 0xps 9 LSrw pwgauxo 9 ilpSU LS9l Ll oo o> Gl
ool el auwigw S Ww,gy S,y wleMbl (Sniff ) sqins WS
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Some Layer 2 & 3 security Best Practices / Port Security ‘éﬁbéeﬁ

: Port Security sau S,y 0g= =
Switch(if-config)# switchport mode access
Switch(if-config)# switchport port-security

Switch(if-config)# switchport port-security . Aging

« Mac-address
e Maximum

e violation

N\~
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Some Layer 2 & 3 security Best Practices / Port Security ‘éﬂbéﬁ-

: Port Security au S0y 09 =
i -

Switch(if-config)# switchport port-security mac-address HH.H

o sticky
D 2 S

Switch(if-config)# switchport port-security violation « Protect (Drops packet)
« Restrict (Drops packet / snmp trap)

« Shutdown (Error disable / snmp trap)
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Some Layer 2 & 3 security Best Practices / Port Security ‘éﬁbgeﬁ_

: Port Security Monitoring =

oslasiwl 5 Heiws 5l Ulgi (s Secure Sd w,gs Cusog Siuygilo 9 (sawyw yekio @

1 >,S

Switch# show port-security interface %
. Opo aaso

5,5 oslaiwl Ulgi sy s ,le> s | Port-Security s ,Sw
Trunk Ports
Ports placed on etherchannel
Destination SPAN port
802.1 x ports

SR I
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Some Layer 2 & 3 security Best Practices / Filtering inter-VLAN Traffic ‘éﬁb_éééﬁ

wo asbh Mgy i HIS @ Deny U Permit wl)giswd Jlocl Sl auiuwod W ACL y90i OM> ,u =

Ol Axaid YOS > SxuS pandi 9 YOI SO E9 U (Mark) LS LISwl Sl el 51 Vlgs
5)S odlaiiwl Jaud=xi 9 auj=xi

S, 1l 51 MU VLAN S J=15 50 59590 S GisMS wleMbl Sudly0 judUl 9 oaw yicwd JpiuS Sl =

) S odlasiuwl VACL U VLAN Access-List pb @
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Some Layer 2 & 3 security Best Practices / Filtering inter-VLAN Traffic ‘aﬂbgﬁ v

VACL Configuration

Switch ( config )# ip access-list extended No_123_contact
Switch ( config-ext-nacl )# permitip 172.10.10.0 0.0.0.3 172.10.10.0 0.0.0.255

3,90 S8l 00uS Loz L oausS s iuss bhad el > Permit aodS >g>9 L (999 ACL @ @S5
a8 U 172.10.10.1-3 aSew ywydl shls e wauMS G wleMbl Jsbi 5l casiloo @as L b b
35 Sdiu,Sa JB s g aolsl )3 aS syls [, 172.10.10.0 / 24 Lw)sl L aSeis )5 3990 Sl wuMS
130l Jdlgs> SoS @

Switch ( config )# vlan access-map No_123 10

Switch ( config-access-map )#match ip address No_123 contact

Switch ( config-access-map )#action drop

Switch ( config-access-map )#vlan access-map No_123 20

Switch ( config-access-map )#action forward

Switch ( config )# vlan filter No_123 vlan-list 100
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Some Layer 2 & 3 security Best Practices / Filtering inter-VLAN Traffic ‘éﬁb_éféﬁ v

VACL notes :

4 VACLs run from top to bottom.

d VACLs have an implicit deny at the end.

 Only one VACL can be applied to a VLAN.

1 Use sequence number so you can edit the VACL.

A If there is an ACL and VACL on a L3 interface, at first the VACL will be
processed then ACL.
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Some Layer 2 & 3 security Best Practices / DHCP Snooping ‘Jﬂb;ﬁéﬁ’

DHCP SNOOPING

Static Mapping Server DHCP Snooping Binding Table D)S.LQS q.A.>‘lJ )l L_S)JJJ w.:w' =
IP: 1,1.1,100 ' Port MAC P
MAC: EE ‘ )
TR s sl 59,10 DHCP S,
12 DD 1.1.1.10
1/3 EE 1.1.1.100 PCh .
DHCP Client ) s
Untrusted IP:1.1.15 S
DHCP Client MAC: DD
IP:1.1.15 Cisco Catalyst 6500 a
Series Switch G 2

MAC: AA

DHCP SNOOPING »>,S)oc =
oleo Jlg s S5 5,S)oc aulio
Trusted

Trusted
! ﬂ ety DHCP lSL& )9 )~ 9 L& ;.uu\ls
P ek DHCP Server e | | :

Gateway DHCP Server a DoS attack
from 1.1.1.5

DHCP ACK, bad IP-to-MAC binding,
bad source |P-to-port binding

Host A
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Some Layer 2 & 3 security Best Practices / DHCP Snooping ‘éﬁb_iéﬁ v

DHCP SNOOPING configuration

: Global Mode ,> DHCP Snooping S)Llw Jlgd =

Swl(config) #ip dhcp snooping vian <vlan ID>

Swl(config-if) # ip dhcp snooping trust

09 ()Y "
swl# show ip dhcp snooping
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Some Layer 2 & 3 security Best Practices / DHCP Snooping ‘éﬁb_éfeﬁ v

DHCP SNOOPING configuration ...

Swl(config) # interface fa 0/10
Swl(config-if) #ip dhcp snooping limit rate <1-2048>
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Some Layer 2 & 3 security Best Practices / DAI ‘é:ﬁﬂ:f)_éééﬁ »

Dynamic ARP Inspection ( DAI )

Sh>l a4 =i Lulps aS ARP Spoofing L ARP cache poisoning adlo> U alblés wp> S)lul =
.Sgio MAN in the middle alo>

U cowl o3V ulplo 1ulos (sw oslaiwl 393 5,8loc sl DHCP snooping Jga> ;1 DAl aS sl 5l =
il oo Jled DHCP Snooping 080 « DAL S ,Swy 5l a8

» b auw b))l 4 cunws g Saww,Swy Untrusted w0 aS suld WHgs Sg) u DAL o080 =
5,5 adlg> Joc (Ingress buffer ) 59,9 oKis
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Some Layer 2 & 3 security Best Practices / DAI

Sarver

Dynamic ARP Table Entries:
MAC A on Port 1
MAC B on Port 2

MAC A

Port 3

Port Shutdown

DAl Protection in Action ®

ARF Poison Attempt
Hi, Host
I Am MAC B

ARP Poison Attempt
Hi, Server
| Am MAC A

Attacker

by 3559
@«
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Some Layer 2 & 3 security Best Practices / DAI ‘é:-‘)b_ééeﬁ

DAI configuration

Switch (config) # ip arp inspection vilan < VLAN ID >

Switch (config) # interface fast 0/9

Switch (config-if) # ip arp inspection trust

PSS Lasuiw Trust
ploi g Untrust g0 ;5 @ wuMS 4 Jaio S whgs plod « DAl o ,Sw )y LSw Aoyl gScuw (2 S »

35,5 1,8 Trust >g0 ;> Ether-Channel @ by o Sla @) ddo> 51 505 S auwigw U Jaio Sd W),
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Some Layer 2 & 3 security Best Practices / Layer 3 Security ‘éﬁ@ﬂ_ﬁéeﬁ v

Enable Password and password encryption.

Enable password sl=x: Enable Secret )l o slaswl

3l wsglgl Enable password , Enable secret b oaus oadais 3 99

)9 )l glgi (o RUNNing config 3 39390 & dj9gmm bw Y3903 ENCrypt (sly

903 oslaiuwl Service Password-encryption

sl y3 (693 Service password-encryption jl Enable Secret y9ims )5 Encryption axe
Enable secret -> MD5

Service password-encryption -> Vigener cipher
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Some Layer 2 & 3 security Best Practices / Layer 3 Security ‘éﬁb_ifﬁ v

Enable Password and password encryption.

D)9 S HITHU Slass JBlaa SlxiGl ) 33930 (yuss ™
Router(config) # Security password min-length <0 - 16 >

bl slacl 9 By pa )l Soglke b Sygumy  *
wple Ll 9 1331 ) 43 A3gub 0wl s plic Jouwg HS 03uk il dlacl wawl i =
AU (0 1395 G IVA HlSde O &4 1) HISHL Al SO aF wowwl poal dons (5HS ) el 98l o MDS =
Sablue Rainbow Table )l o slaiuwl MDS 3 gy —auidss” sl gy jl (G5 =
U3 33 pglite acly (3)gumy e SlIGl Ay 0935 ) 3 )gu03 s (53135 Y3905 ABLSI 9 SALT )l oSlasmwl

33,5 0 Brute Force g Dictionary sl ysg) Jslie )3 3 gumm oyl
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Some Layer 2 & 3 security Best Practices / Layer 3 Security ‘éﬁ@ﬂ_ﬁé&? v

NTP ( Network Time Protocol )

a9 b muigw 9 B H39) S9) 2 V) BIw Yy 9 NTP )l oslaswl =
39k (50 SYSI0Q Hg e )3 0auh whud wileMbl B 9 Hlicl il j3I

o 42 ‘Domain controller g y9,m s Replication wlloe (yizes =
Sy g w3 Skee o 9 Digital Certificate sl (g pan H1 ()1 5
Al DHws (Silo) Y39 Ybwed 9 Y g9 (1B A lasaul Accounting
sowl

3dubly (50 UDP £95 51 9 \YY o )loudh w393 g9 (Siiue NTP gl diy =
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Some Layer 2 & 3 security Best Practices / Layer 3 Security

NTP ( Network Time Protocol )

Stratum 0 : Atomic Clock

Stratum 1 : Master Time server

Cisco Router

Government ; Cesium
Standard CDMA/GSM GPS Radio Waves }

Ll
1 BB

Stratum 2 E |
Stratum 3 |o }; |o }; |° }; |o }; |o .};
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Some Layer 2 & 3 security Best Practices / Layer 3 Security ‘éﬁb_iéﬁ

NTP ( Network Time Protocol )

Sumdy gadT ad b S yguas « UDPAYY ojlesd w93 590 p0 el Juwyl b NTP Server asiues =

ealBi5 1) 395 JAIS waebw wleMbl gl (bl j3 L LM 9 033bw) W iz WS gMbl & 1) Ylo) ileMbl
Sdslod (50

) Authentication e slke a5 JSSg 9 ol ¥ astws jl odlasiwl 9 ACL (33 pdo Hl 3L NTP JsSg 53 wosuiol

33,5 palpd 3ales (5o (Sl
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Some Layer 2 & 3 security Best Practices / Layer 3 Security ‘éﬁb_éfeﬁ v

NTP ( Network Time Protocol )
:(Enable Mode ) gl ealbis 9 0 3alie 43 bogs po lhgiawd (A s ™
Routerl # show clock
Routerl # clock set 10:00:00 may 31 2016
()39, sl oid ) NTP master & )ig) o Jodwi g ®
Routerl(config) # clock timezone IRTS 3 30
Routerl(config) # ntp master

Routerl(config) # ntp authenticate

Routerl(config) # ntp authentication-key 1 md5 XXXXXXXXX
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Some Layer 2 & 3 security Best Practices / Layer 3 Security ‘ﬁbgﬁ v

NTP ( Network Time Protocol )
:mﬁ“ﬁ,))—!NTPﬂM 3

ntp authenticate
ntp authentication-key 1 md5 XXXXXXXXXXXXXXXX 7

ntp trusted-key 1
ntp server 192.168.9.20 key 1 prefer

tNTP SS9 53 S )Sdoc (wyy ®

Routerl # debug ntp event

Routerl # show ntp status

Routerl # show ntp association
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Some Layer 2 & 3 security Best Practices / Layer 3 Security ‘ﬁbgﬁ v

Telnet and SSH
JUEI 9T JSdino (32535 )59 &5 cunld gudgmw 9 b p39) 193 ol) Jl wa)de wua SbLisl JSig s s Telnet =
bl (0 Clear Text w ygu0s Password g User name aloa )l wuleMbl
o) 399003 1) d 0313 (Jos »d A5 Jubl (oo Telnet jl 3 yoal b9y « SSH JSi 9 yled b Secure Shell =
QS g0 Jilio ©3ub
131 H1Hd odlaiwl 390 Ylgie 1) 3 3o 95 SSH )l oSlaiuwl sl )e =
Local database on the router .1

Authentication via AAA .2
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Some Layer 2 & 3 security Best Practices / Layer 3 Security ‘;ﬂbgﬁ’

Telnet and SSH

: SSH JSS9,53 s »S
Routerl (config) # line vty 0 4
Routerl (config-line) # login local
Routerl (config-line) # transport input ssh
Routerl (config) # username apa privilege 15 secret ramz

Routerl (config) # ip domain-name cert.um.ac.ir

Routerl (config) # crypto key generate rsa
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Some Layer 2 & 3 security Best Practices / Layer 3 Security ‘gﬂbgeﬁ
Telnet and SSH
: (anlal) SSH JIS59.9 (53 )5
Routerl (config) #ip ssh ?

Authentication-retries 39,9 )3 (Jow a3 yo =3

Maxmaxstartups Obo o Ylr)lS dlass

: SSH bli)l )o wud9a=xo Szl
Routerl (config) # line vty 0 4

Routerl (config-line) # access-class 1in
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Some Layer 2 & 3 security Best Practices / Layer 3 Security ‘éﬁb_éfeﬁ v

BANNER ( MOTD, EXEC, Login )

Sl s oleil g (Slw) gMbl (5293 pis SS9 A T
0)3bo ESa I A3l Almilgs p3g) wuslle Sl gMbl pde yoguad HS JV3iml b @l &bl e Yoo Sy ®
Sigads 43 305
: (Banner ) yis aliks glgsl ™
1. MOTD banner ( Message of the day )

2. Login banner ( after MOTD before Exec )

3. Exec Banner ( After successful login)
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Some Layer 2 & 3 security Best Practices / Layer 3 Security ‘éﬁbgeﬁ v

BANNER ( MOTD, EXEC, Login )

bl slgine s S HU o (Delimiting Character) ¢yl s hHl ylgic a3 C : aiss
banner exec "C Do 50 0313 Ginled 399 Jl sy i

Ferdowsi Uni. APA lab.
(exec Banner)

hostname: $(hostname).$(domain)
VTY Line: $(line)

NNC
banner login *C S o o3ls | yinles 3909 Sl Jud :aiSs
> Lisled 230501 2 banner motd *C

---------------------------- kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk
+ Welcome back (login_B)+

{oyiEE) *  Message of the day x
---------------------------- kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk
/\C AC
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Some Layer 2 & 3 security Best Practices / SPAN Operation And Config ‘éﬁbééﬁ

dod Su8ly pwlgn U wowl 3L (aSiu 4 Network Analyser S Jlail OlSwol Usgos pdl,9 Hglhio au O
L

Shls aS (W U LeasS wolad paxiie wye Sy ow W | awsw i L So sl w,g 5l olass

x9S s SPAN Port Mol 4ol (sswols 9 (s$S509 Gui

=

Egress
Traffic

l Sniffer i
Ingress
Traffic \
Source Span Destination Span
ports Port
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Some Layer 2 & 3 security Best Practices / SPAN Operation And Config ‘éﬁbéeﬁ

Span Port Types :
= Local SPAN
= VLAN-Based SPAN (VSPAN) or Remote SPAN (RSPAN)

2lgi s aS 3l s awisw Jaw g Ulgi @o SPAN port slh>l sl ulejed Sla Session slasi O

Aowy pd Ulojod Session Hlpg> 9 o 4 (s>
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Some Layer 2 & 3 security Best Practices / SPAN Operation And Config ‘aﬁbgéﬁ

= Local SPAN
Switch (config)# monitor session 1 source interface fast 0/1 — 3

Switch (config)# monitor session 1 destination interface fast 0/4

15, oslaiiwl 5 Heiws 5l Ulgi (s SPAN Causog Siu,giwle wap> O

Switch # show monitor
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Some Layer 2 & 3 security Best Practices / SPAN Operation And Config ‘éﬁbééﬁ

= VLAN-based SPAN ( VSPAN ) or Remote SPAN ( RSPAN )

vl obw] SPAN & e S35 Jobs sl colas! VLAN G el 23Y lasl RSPAN o Sy sl
Source Switch :
Switch (config)# vlan 30
Switch (config-vlan)# remote-span
Switch (config)# monitor session 1 source interface fast 0/1 — 3
Switch (config)# monitor session 1 destination remote vlan 30 reflector-port fast 0/24
Destination Switch :
Switch (config)# monitor session 1 source remote vilan 30

Switch (config)# monitor session 1 destination interface fast 0/10
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Some Layer 2 & 3 security Best Practices / SPAN Operation And Config ‘aﬂb;éﬁ
:Destination gSource g o, e Wil 4 b g w OlaMo & »
Source span ports
» A source port can be monitored in multiple , Simultaneous SPAN sessions.
« A source port can be part of an ether-channel.

« A source port can not be configured as a destination.

« A source port can be any port type-Ethernet, Fast Ethernet, Gigabyte Ethernet, ...

« A destination port can be any port type-Ethernet.

» A destination port can participate in only one SPAN session.

» A destination port can not be configured as a source SPAN port.

« A destination port can not be part of an ether-channel.

« A destination port doesn'’t participate in STP, CDP, VTP, PAGP, LACP or DTP.
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Some Layer 2 & 3 security Best Practices / IP Source Guard

IP Source Guard

5318 w518 oslaiwl 3590 1205 @i MS TP Gupsl 5l s MS S 5leo e Syl 0500 5l wsilow jolaio a4y @

los sw oslaiwl DHCP Snooping uwlus ;51 DAI saulos o IP source guard =

51 oanw ilyl IP Address (si,b 5l lps aSun Sla i MS aigw Soy 3 S92l SauSu U S s @
¢ ovowd Wogay ASaad pwpdl e Wygo 3 9 de dusles aSuw @ Jlail @ ;38 DHCP Luugrw Sgw

b adlgs ghd aSw 5l wlabls)l
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Some Layer 2 & 3 security Best Practices / IP Source Guard ‘aﬂb;fﬁ

IP Source Guard configuration:

Switch (config) # ip dhcp snooping vlan <vlan 10>

Switch (config) # ip dhcp snooping information option

Switch (config) # interface gig 1/1

Switch (config-if) # ip verify source
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Some Layer 2 & 3 security Best Practices / Root Guard / BPDU Guard ‘éﬂb;ﬁﬁ

ROOT Guard

RP = root port £ - . :
DP = designated port > mSgm luwslxe 45 (595 4y Superior BPDU b

BP = blocking port ~ A fe .
Root Bridge Backup root bridge + S g Jixo Root Port wlxisl yo

—p-— 2

Enable root guard
here

STP BPDU Jsa diuws Juws)l Gab jl ades (glyal *

Root Bridge
Priority = 0
MAC Address =
0000.0c45.1a5d

Do not enable
root guard on
these ports

Root Guard Enabled

\ A
—
STP BPDU
] e oo

L= MAC Address = 0000.0c45.1234

Access switch
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Some Layer 2 & 3 security Best Practices / Root Guard / BPDU Guard ‘éﬁb_ééé:‘? v

ROOT Guard

133 35 (50 03laiwl 3ute 9 JLTHI Hluws Hljal 93 jl adea oyl Jslio S gBS Holoio 4y =
1. Root Guard
2. BPDU Guard

23 .3,5 3algd jhally Root Bridge s 3595 Bridge ID b gadguw « STP 8 yShoc 43 bgyyo dmgyy )  °
AT ,136 gsguw MAC g Priority (bl l 35b glug adod I Salie sl il 9 sa3lis Bridge ID apwlxso
D93 JJLM,';

33,5 0 Jlad muigw sld uud yiial &loaw ) ROOt Guard pjulse  °

Switch(config)# interface fa 0/24

Switch(config-if)# spanning-tree guard root
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Some Layer 2 & 3 security Best Practices / Root Guard / BPDU Guard ‘éﬁb_éée:‘? v

ROOT Guard

oduiub »iSa 98 Priority L BPDU aius s RoOt Guard julko b oauh ulbdlxo )93 (59) 2 A5k )90 ) ®
x5 )l (a5 9da dael 9 03,3 roOt-inconsistent s 3)ly ) aSub g Gl @asgaw s gl HS (Sguds
Sub 3»lgd STP auwg ya

Root Guard sz 39 (50 Slguing Sdubly 03ub (534S POrt Fast s )yguos gasgmw slad <93 aSii g0 s *
0duh lbadlxo gy 590 )2 BPDU adn ,31 ol (gl o .3g4b odlisiwl BPDU Guard ,elds ojul5o
Sub dlgd 03 s err-disable coamsg & Fiigm Jouwgi 193 9T 3w )99 (Sgub © Iuduld

Switch(config-if)# spanning-tree bpduguard enable
:awl Global config dou=e )3 y3) s9imwd )l eslaiwl bpduguard )ilw Jled (slys »3 odlw gy 5 *

Switch(config)# spanning-tree portfast bpduguard default
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Questions ?

Thanks for your Attention
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